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Contemporary Consumer Protections 
in Energy 

The way Australian residential and small 
business consumers are buying energy 
services is changing. These changes in 
the opportunities for consumers, and the 
expectations placed on them, create a 
fundamentally different energy 
marketplace. 
Australia has undertaken a process of energy market reform with the 
objective of promoting the long-term interests of consumers. The reform has 
included the clear separation of monopoly services from potentially 
competitive markets and the creation of three market bodies to develop, 
operate and regulate the component sectors. 

Where competition is viable, the long-term interests of consumers will only 
be promoted if competition, where it is introduced, is effective (Energy 
Consumers Australia, 2016). For competition to be effective, consumers 
need to be confident in the market and actively engaged with it. 

A consumer protection framework provides consumers with this confidence 
and the tools with which to participate. The value of this activity extends 
beyond the immediate return to the affected consumer; efficient markets 
promote economy wide benefits.  

In the words of the OECD Consumer Policy Toolkit (OECD, 2010): 

When they are empowered, consumers can improve economic 
performance by helping to drive competition and business 
innovation. This, however, requires an effective consumer policy 
regime in which consumers are protected from unfair marketplace 
practices, are in a position to make well-informed decisions and both 
business and consumers are aware of their rights and 
responsibilities. 

Distributed energy resources (DER) (for example, solar PV and battery 
storage systems) provide some consumers with energy. These investments 
also create the opportunity to increase efficiency in the rest of the energy 
system (for example, by using storage to reduce peak demand).  

Consumer decision making about grid connected electricity and investing in 
their own resources isn’t occurring in two markets, there is only one market. 
The framework of protections available to consumers does not reflect this 
new reality of one market with multiple technologies.  

When they are 
empowered, consumers 
can improve economic 
performance by helping to 
drive competition and 
business innovation. 
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This paper provides a framework to consider reform to consumer protection 
frameworks. 

Work underway 
The changes in the market are being observed by policy makers and a 
number of work streams are in progress. 

The COAG Energy Council (Energy Council) Energy Market Transformation 
Project Team (EMTPT) initiated reviews in 2016 of consumer protections for 
behind the meter electricity supply (Energy Market Transformation Project 
Team, 2016a) and a review of the regulatory implications of stand-alone 
energy systems ( (Energy Market Transformation Project Team, 2016b).  

The Energy Council asked industry and Energy Consumers Australia to 
undertake work as a consequence of the behind the meter consultation. The 
resulting New Energy Tech Consumer Code has been lodged with the 
ACCC for authorisation.1 

The Australian Energy Market Commission (the AEMC) has also reviewed 
the regulatory arrangements for embedded networks (AEMC, 2017a) & 
(AEMC, 2017b). The progress of these reforms is now a matter for the 
COAG Energy Council.  

The AEMC is also reviewing the requirements for Stand Alone Power 
Systems including the case where the distribution network service provider 
(DNSP) proposes the change and the case where a third party proposes the 
change.2  

And more recently in its 2019 Retail Competition Review the AEMC has 
called for a review of consumer protections under energy laws, and has 
since commenced that review.3 

This framing paper (the Paper) has been prepared by Energy Consumers 
Australia as a holistic approach to the generic question of consumer 
protections in the energy market. The objective of the paper is to identify the 
principles that should underpin our approach to consumer protections in the 
changing energy market. 

We set out a statement of who we are protecting, why we need consumer 
protections. These are followed by proposed frameworks for analyzing the 
protections that apply and for the market cases in which they need to apply. 
We identify four categories of protections which we call the transactional, 
affordability, reliability and market power protections. We identify six generic 
use cases for how a consumer can acquire their energy (primarily electricity) 
needs and note that the way the four classes of protections are provided 
varies across the use cases.  

 
1 https://www.accc.gov.au/public-registers/authorisations-and-notifications-
registers/authorisations-register/new-energy-tech-consumer-code  
2 https://www.aemc.gov.au/market-reviews-advice/review-regulatory-frameworks-
stand-alone-power-systems 
3 https://www.aemc.gov.au/news-centre/media-releases/consumer-protections-
needed-energy-technology-changes 

https://www.accc.gov.au/public-registers/authorisations-and-notifications-registers/authorisations-register/new-energy-tech-consumer-code
https://www.accc.gov.au/public-registers/authorisations-and-notifications-registers/authorisations-register/new-energy-tech-consumer-code
https://www.aemc.gov.au/market-reviews-advice/review-regulatory-frameworks-stand-alone-power-systems
https://www.aemc.gov.au/market-reviews-advice/review-regulatory-frameworks-stand-alone-power-systems
https://www.aemc.gov.au/news-centre/media-releases/consumer-protections-needed-energy-technology-changes
https://www.aemc.gov.au/news-centre/media-releases/consumer-protections-needed-energy-technology-changes
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We also note that the issue is not merely coverage of the protections across 
different use cases but also what form of regulation—the mechanisms 
employed—is appropriate. 

Structure of the Paper 
Following this introduction, the Paper consists of the following sections. 

The Rationale for Consumer Protection 
This section provides an outline of how consumer protection delivers 
economic and social benefits by ensuring that markets can work efficiently. 
This is followed by a discussion of the basis for additional consumer 
protections that apply in energy markets. We identify four categories of 
consumer protections that apply in energy markets. These are transactional 
protections, protections against market power and protections on 
affordability and reliability. 

Regulatory Options 
This section considers regulatory options over scope (national or 
jurisdictional) and form (regulation or enforceable industry codes). 

What Consumers Are Telling Us 
Key results of research by Energy Consumers Australia are reviewed in this 
section. The conclusion drawn is that consumers have little confidence in the 
market, do not perceive they are getting good value for money in electricity 
services and they are looking to make investments in DER to protect 
themselves from the market.  

The Changing Energy Market 

Consumer reaction and new business models are creating new opportunities 
for consumers to buy and store electricity. This section introduces a set of 
‘use cases’ to describe the different configurations of energy services 
emerging in the market, each of which provide different consumer 
protections. 

Informing Consumer Protections in Energy 
This section reviews the concept of ‘responsive regulation’ and considers 
how it could be applied to energy markets. It also reports the conclusions of 
research (supported by Energy Consumers Australia’s grants program) on 
consumer protection issues in the transitioning energy market. The section 
incorporates discussion on how behavioural insights can be applied to assist 
consumer participation in energy markets. 

Core Issues for Future Reform 
Finally, the sections above are summarised in the last section of the paper 
as a series of questions about the future of consumer protections in the 
energy market. Where appropriate, our questions are framed as choices 
between different future pathways.  

Further engagement 
The Paper forms the basis for framing consultation on the consumer 
protections that should apply in a transitioning energy market. A series of 
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questions are posed to as an indication of issues that we think are 
unresolved. 

The Paper concludes by identifying three threshold considerations in the 
evolution of consumer protections for energy services: 

1. Optimal approaches to providing consistency of consumer rights in 
the acquisition of all energy services,  

2. The potential value of the extension of external dispute resolution 
schemes to cover all energy service transactions, and 

3. The value of a wider use of responsive regulation, including an 
enforceable code regime, in the energy market. 

Energy Consumers Australia welcomes comments on this Paper, which can 
be addressed to David Havyatt at 
david.havyatt@energyconsumersaustralia.com.au.  

 

mailto:david.havyatt@energyconsumersaustralia.com.au
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The Rationale for Consumer Protection  
Who are we protecting? 
On 15 March 1962 President John F Kennedy, in a special message to the 
US Congress, identified four consumer right which have come to be the 
foundation of a concept called the Bill of Consumer Right. (Kennedy, 1962) 

He opened his message by observing: 

Consumers, by definition, include us all. They are the largest 
economic group in the economy, affecting and affected by almost 
every public and private economic decision…The federal 
Government--by nature the highest spokesman for all the people--
has a special obligation to be alert to the consumer's needs and to 
advance the consumer's interests. 

The four rights identified by Kennedy were: 

• The right to safety 
• The right to be informed 
• The Right to Choose 
• The right to be heard 

This provides an important context. The rights the President was asserting 
were the rights of citizens. They are the rights of citizens in respect of those 
circumstances where citizens are performing the function of a consumer. 

This provides the opportunity to draw a further distinction between a 
consumer and a customer. A customer is an individual who is acquiring, or 
considering acquiring, a particular product or service from a specific 
business. A consumer is any of the set of potential customers of a product or 
service from any of the suppliers of that service.4 

The President in his message outlined an extensive set of reforms already 
taken or proposed. Energy regulation received specific mention (in a way 
that resonates in Australia today): 

The federal Power Commission is initiating a vigorous program to 
assure consumers of reasonable natural gas prices while assuring 
them of adequate supplies--revitalizing all of its regulatory programs 
in the electric power field--and undertaking a national power survey 
designed to identify ways of bringing down power costs in the 
decades ahead by making the best possible use of our capital and 
energy resources; and I recommend that the Congress enact 
legislation and make available funds to enable the Commission to 
provide for 34 million natural gas consumers the information similar 
to that now provided electrical consumers on typical bills in various 

 
4 A useful delineation can be made between four words all beginning with a ‘c.’ 
Consumers and customers are as described above and acquirers (or potential 
acquirers) of goods and service. Citizens are all the people and it primarily reflects a 
relationship to government. People actually receiving services from government can 
be delineated as clients. 
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areas, thus spotlighting abnormally high rates and stimulating better 
industry performance. 

The Australian focus on consumers took the form of Trade Practices Act 
1974. In the second reading speech to introduce the Bill, Kep Enderby 
(Enderby, 1974) said, in part: 

The purpose of the Bill is to control restrictive trade practices and 
monopolisation and to protect consumers from unfair commercial 
practices. The Bill will replace the existing Restrictive Trade 
Practices Act, which has proved to be one of the most ineffectual 
pieces of legislation ever passed by this Parliament. The Bill will also 
provide on a national basis long overdue protection for consumers 
against a wide range of unfair practices. Restrictive trade practices 
have long been rife in Australia. Most of them are undesirable and 
have served the interests of the parties engaged in them, 
irrespective of whether those interests coincide with the interests of 
Australians generally. These practices cause prices to be 
maintained at artificially high levels. They enable particular 
enterprises or groups of enterprises to attain positions of economic 
dominance which are then susceptible to abuse; they interfere with 
the interplay of competitive forces which are the foundation of any 
market economy; they allow discriminatory action against small 
businesses, exploitation of consumers and feather-bedding of 
industries. 

In consumer transactions unfair practices are widespread. The 
existing law is still founded on the principle known as caveat emptor 
- meaning 'let the buyer beware'. That principle may have been 
appropriate for transactions conducted in village markets. It has 
ceased to be appropriate as a general rule. Now the marketing of 
goods and services is conducted on an organised basis and by 
trained business executives. The untrained consumer is no match 
for the businessman who attempts to persuade the consumer to buy 
goods or services on terms and conditions suitable to the vendor. 
The consumer needs protection by the law and this Bill will provide 
such protection. 

After campaigining by Consumers International, the rights first enunciated by 
President Kennedy have been adapted into UN Guidelines for Consumer 
Protection. This development is briefly surveyed in Appendix 1. The version 
adopted in 2015 has deviated from the language of ‘rights’ and has become 
more infused with market language.  

Following the discussion in the Appendix we suggest a simplified version of 
the UN guideline as a contemporary version of the Bill of Consumer Rights 
relevant to energy could be: 

• The right of access to essential goods and services 
• The right to safety 
• The right to be informed and to choose 
• The right to consumer education 
• The right to redress 
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• The right to be heard 
• The right to a healthy environment 
• The right to equal treatment in e-commerce 
• The right to privacy of data provided and generated in commerce 

The policy question is whether this statement of rights is both necessary and 
sufficient, and, if so, how well the policy framework establishes them.  

Some relate to the policy space itself (e.g. the right to be heard) rather than 
the process by which consumers acquire energy to meet their needs to 
which this paper relates. 

Generic protection 
It is common in public policy to talk of ‘the market’ as one common ideal, but 
there are many varieties of real markets. Variants such as bartering in a 
bazaar, outcry auctions, seller posted prices (retail) or buyer and seller 
posted prices (the stock exchange) operate under different sets of market 
rules. These rules can have different levels of formality, from those that rely 
on the power of the state, to those specified by a market maker, through to 
simple conventions that apply to sellers and buyers. 

Some of these rules fall into the category known as ‘consumer protection.’ 
As Bruce (2014) notes: 

‘consumer protection’ isn’t a discrete discipline, rather it is ‘simply a 
subset of competition policy, or as a body of law derivative from 
commercial or mercantile law’ or that is ‘simply interdisciplinary in 
nature.’  

Averitt & Lande (1997) use the concept of ‘consumer sovereignty’ to bring 
together antitrust (competition) and consumer protection law, stating: 

Consumer sovereignty exists when two fundamental conditions are 
present. There must be a range of consumer options made possible 
through competition, and consumers must be able to choose 
effectively among these options. 

Consumer sovereignty in this sense is not simply “nice to have”; it is a 
precondition for the efficient operation of the market. As Averitt & Lande 
further note: 

Consumer sovereignty is...the set of societal arrangements that 
causes that economy to act primarily in response to the aggregate 
signals of consumer demand, rather than in response to government 
directives or the preferences of individual businesses. 

It is the state of affairs in which the consumers are truly "sovereign," 
in the sense of having the power to define their own wants and the 
opportunity to satisfy those wants at prices not greatly in excess of 
the costs borne by the providers of the relevant goods and 
services… 

The essence of consumer sovereignty is the exercise of choice. It is 
by choosing some goods or some options over others that 
consumers satisfy their own wants and send their signals to the 

Consumer sovereignty 
is...the set of societal 
arrangements that causes 
that economy to act 
primarily in response to the 
aggregate signals of 
consumer demand, rather 
than in response to 
government directives or 
the preferences of 
individual businesses. 



Energy Consumers Australia Contemporary Consumer 
Protections in Energy 
Framing Paper 
November 2019 
 

 

11 

economy. It is, therefore, critical that the exercise of consumer 
choice be protected. 

The principle of consumer sovereignty makes it clear that the intention of 
consumer protection law is not to substitute the decisions of law makers for 
the decisions of consumers. Put simply, the intention is to provide 
confidence in the market, not to protect consumers from the market. 

Generic consumer law to promote confidence in the market is not the only 
approach taken to ensure that markets ‘work.’5 As the Sackville report 
(1975, p. 1) noted: 

This Report shows that some people, simply because they are too 
poor, too ignorant or too frightened, do not have access to the courts 
nor do they obtain the legal assistance they need to enforce their 
basic rights and to protect themselves against grievous injustice. It 
also shows that there are areas of substantive law of considerable 
importance to the everyday lives of poor people that are heavily 
weighted against their interests.  

Two specific areas of substantive law were identified by Sackville; tenancy 
and consumer credit. Both were significantly reformed, the latter by the 
adoption of a single national approach.  

In his report (P.3), Sackville also noted that “some important questions, such 
as the need for better consumer protection legislation” had not been pursued 
through resource constraints. 

Better nationally consistent consumer protection law was introduced as the 
Australian Consumer Law (the ACL) in 2010. In keeping with the principle of 
consumer sovereignty, and the link between competition and consumer 
protection, the ACL is set out in the Competition and Consumer Act 2010. 

The Intergovernmental Agreement to develop the ACL was preceded by the 
Productivity Commission’s Review of Australia’s Consumer Policy 
Framework (Productivity Commission, 2008).6 The final report made the 
case for a national consumer protection regime, noting: 

Shared responsibility between the Australian and State and Territory 
Governments for the development and application of consumer 
policy has benefits (see below). 

However, such sharing has led to inconsistencies, gaps and 
overlaps in the framework and its enforcement — problems that 
have proved difficult to remedy despite the fact that one of the 
principal goals of the Ministerial Council on Consumer Affairs 
(MCCA) is to achieve ‘legislative consistency of major elements of 

 
5 The market works when it both delivers the efficiency outcome expected from 
economic theory and achieves any other social policy outcomes identified. In the 
case of ‘essential services’ that means that a consumer isn’t denied access to the 
service.  
6 In announcing the review, Treasurer Peter Costello’s Media Release said “The 
inquiry follows from recommendations made by the Australian Government’s 
Taskforce on Reducing the Regulatory Burden on Business as well as the 
Commission’s Review of National Competition Policy. (Costello, 2006). 
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consumer protection laws’. And it has contributed to inertia in 
amending the policy framework, even when there is agreement that 
changes are required. 

As well as diminishing the effectiveness of the policy framework, 
these inconsistencies, gaps and overlaps in the policy framework 
impose unnecessary costs on firms operating nationally — which 
are passed on to consumers in the form of higher prices. Moreover, 
this division of responsibility does not align well with the increasingly 
national nature of consumer markets. 

The move to a uniform consumer policy framework was one element of the 
National Partnership Agreement to Deliver a Seamless National Economy 
(Council of Australian Government, 2008). 

The ACL was introduced by agreement (Council of Australian Governments, 
2009) among the States and Territories, with an overarching objective: 

To improve consumer wellbeing through consumer empowerment 
and protection, to foster effective competition and to enable the 
confident participation of consumers in markets in which both 
consumers and suppliers trade fairly. 

To achieve this objective, the Intergovernmental Agreement identified six 
operational objectives:  

• to ensure that consumers are sufficiently well informed to benefit 
from, and stimulate effective competition  

• to ensure that goods and services are safe and fit for the purposes 
for which they were sold  

• to prevent practices that are unfair  
• to meet the needs of those consumers who are most vulnerable, or 

at greatest disadvantage  
• to provide accessible and timely redress where consumer 

detriment has occurred  
• to promote proportionate, risk-based enforcement.  

These principles underpin the provisions in the ACL which are divided 
between general and specific protections as follows: 

• General protections 
− Misleading or deceptive conduct 
− Unconscionable conduct 
− Unfair contract terms 

• Specific protections 
− Unfair practices (misrepresentation, unsolicited supplies, 

pyramid schemes, pricing, harassment or coercion) 
− Consumer transactions (guarantees, safety, information 

standards, liability for defects) 
The protections included in the ACL apply to the acquisition of any goods or 
services (to a value of $40,000 in the case of non-domestic purchases) in 
trade or commerce. Nevertheless, in many sectors of the economy there are 
additional consumer protections applied through legislation, rules and 
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regulations, or various kinds of codes (including mandatory and voluntary 
codes). 

A number of relevant reviews into the ACL and related matters have recently 
concluded including the ACL Review, the Productivity Commission Review 
of the enforcement regime (Productivity Commission, 2017) and the review 
of financial services dispute resolution processes.7 

The Regulation Impact Statement that accompanied the Trade Practices 
Amendment (Australian Consumer Law) Bill (Cth) 2009 (Minister for 
Consumer Affairs, Dr Craig Emerson, 2009) stated that:8  

This Bill establishes key elements of a single, national consumer law 
framework and, in doing so, promotes consistency and protections 
across all Australian jurisdictions. This framework will reduce multi-
jurisdictional complexities and result in lower compliance costs for 
businesses operating nationally. Once implemented, 13 existing 
jurisdictional laws dealing with generic consumer protections will be 
reduced to one, substantially reducing business compliance costs. 

Therefore, the ACL was not just about creating appropriate consumer 
protections, but to do so through a national framework that reduced business 
compliance costs and therefore prices for consumers. 

Energy market protections 
The energy market contains industry specific consumer protections. These 
protections were initially introduced at the State level, though some have 
subsequently been replaced (except in Victoria) with the National Energy 
Consumers Framework (the NECF). The scope and development of the 
NECF is discussed in the next sub-section. 

A first and simple reason for the sector specific rules is to reflect the 
changes in the market from government supply to corporatized or privatized 
supply. Through this transition there was an inherent distrust of markets.  

There are many consumers and advocates who question whether essential 
services like energy supply can be provided by competitive markets. This 
paper is premised on the assumption that there is an approach to market 
design and consumer protection that can make the market work. 

In the case of a transition to competitive markets, consumer protections may 
be introduced – such as price controls – to deal with community concerns 
about the implications of such policy change. A further example is the State 
Ombudsman schemes. The Energy and Water Ombudsman of Victoria 
describes their history as:9 

 
7 See http://consumerlaw.gov.au/review-of-the-australian-consumer-law/about-the-
review/, http://www.pc.gov.au/inquiries/completed/consumer-law#report, and 
http://www.treasury.gov.au/ConsultationsandReviews/Reviews/2016/Review-into-
Dispute-Resolution-and-Complaints-Framework  
8 This was the first of two Bills that introduced the ACL. 
9 While EWOV was the first electricity Ombudsman, the Telecommunications 
Industry Ombudsman preceded it, and it in turn was modelled on the Banking 
Industry Ombudsman. In the telecommunications case, the Commonwealth 

http://consumerlaw.gov.au/review-of-the-australian-consumer-law/about-the-review/
http://consumerlaw.gov.au/review-of-the-australian-consumer-law/about-the-review/
http://www.pc.gov.au/inquiries/completed/consumer-law#report
http://www.treasury.gov.au/ConsultationsandReviews/Reviews/2016/Review-into-Dispute-Resolution-and-Complaints-Framework
http://www.treasury.gov.au/ConsultationsandReviews/Reviews/2016/Review-into-Dispute-Resolution-and-Complaints-Framework
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When Victoria's electricity industry was reformed and privatised in 
the early 1990s, government recognised that consumer protections 
had to be built into these reforms. A free, impartial dispute resolution 
service was seen as an important protection that would give 
customers an avenue to resolve disputes that they couldn't work out 
directly with their company. 

The industry Ombudsman model, which had been successful 
elsewhere, was chosen. As the first scheme of its kind in the world, 
EWOV Limited was founded in August 1995 as Electricity Industry 
Ombudsman (Victoria) Limited (EIOV Limited) by six electricity 
companies. 

However, this alone is an inadequate explanation. There are more 
fundamental reasons why industry specific elements are required beyond 
the existence of Ombudsman schemes.  

Energy Consumers Australia has identified three reasons why energy 
services have consumer protections in addition to the ACL.  

The first is the ‘essential service’ characteristic of the service. Ron Ben-
David has supplied a formal delineation of an ‘essential service’ using 
dimensions of the possibility of voluntary exit from the market and the 
availability of substitutes (Ben-David, 2016). This description draws on the 
concept of an essential facility in regulation. Simshauser & Wish-Wilson 
(2017) use the term ‘non-discretionary’ to reflect the market position where 
households require the good but there are few alternatives to it.  

The non-discretionary nature of energy then invokes a number of protection 
needs including ‘must supply’ requirements on providers and protection from 
market power. The ‘must supply’ requirement does not by itself guarantee 
the consumer can use the service, there remains the public policy question 
of whether consumers can afford the ‘essential service’. 

The second element is that energy services are typically provided in a mode 
where the service is consumed before it is paid for. This results in a service 
provision that must automatically include credit provision. The non-
discretionary nature of the energy service additionally requires consumer 
protection against standard mechanisms of debt recovery, particularly, the 
ability to restrict supply. 

The third element is that energy services are provided using ‘standard form’ 
contracts. This is one area where the subsequent introduction of the ACL 
does provide opportunity for reform as it introduced unfair contract 
protections across all markets. 

Finally, a fourth reason can possibly be argued for. This is the proposition 
that consumers were used to the government providing energy services and 
therefore inherently protecting them. By extension, consumers now need 
equivalent protection because they will not be aware of the additional market 
risk introduced. This is a more robust variant of the earlier theory of 

 
Ombudsman had been investigating individual consumer complaints but the process 
of corporatisation and then competition made this no longer viable. See 
Communications Law Centre, 1991.  
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protecting consumers from the consequence of competition. This, however, 
is an argument for managing a transition rather than for ongoing additional 
protections. 

The three key reasons (non-discretionary purchase, credit provision, 
standard form contracts) arguably provide the basis for energy specific 
consumer protection provisions over and above the generic consumer 
protections that are now delivered through the ACL. 

We have identified four categories of consumer protections as they apply to 
energy consumers under the existing regulatory model. These are listed in 
Table 1 below together with a ‘short description’ for each. 

Table 1: Short descriptions of protection categories 

Short description Protection category 

Transactional Consumer protections that address 
the consumer/provider interface 

Affordability Consumer protection for affordability 

Reliability The regulation of the electricity 
system to guarantee availability of 
supply (which includes quality and 
reliability) 

Market Power The regulation of firms with market 
power 

 

The total protections framework encompasses all four groups of protections, 
although it should be noted that not all of these reside in the ACL or NECF. 
These are briefly discussed further below. 

Transactional protections 
The consumer/provider interface group of protections are contained in the 
ACL, together with NECF provisions such as the proscribed form of a 
standing offer contract for energy.  

It is worth noting that one weakness of the general ACL protections is that 
they specify conduct that is prohibited, but leave open to interpretation many 
‘grey areas.’ In some industries this is addressed using consumer codes that 
clarify the ‘grey areas’, for example, what constitutes proper information 
provisions. The Telecommunications Consumer Protection Code10 for 
example, requires the provision of a one-page critical information summary 
for consumers that sets out key information in an industry-consistent 
manner. The Code provides consumer safeguards set out in clear rules that 
telecommunications providers must follow when communicating and dealing 

 
10 http://www.acma.gov.au/Industry/Telco/Reconnecting-the-customer/TCP-code/the-
tcp-code-telecommunications-consumer-protections-code-acma.  

http://www.acma.gov.au/Industry/Telco/Reconnecting-the-customer/TCP-code/the-tcp-code-telecommunications-consumer-protections-code-acma
http://www.acma.gov.au/Industry/Telco/Reconnecting-the-customer/TCP-code/the-tcp-code-telecommunications-consumer-protections-code-acma
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with customers. The rules encompass areas of advertising and point of sale, 
billing, payment methods, complaint handling and customer switching. 

Dispute resolution is a specific aspect of the transactional protections that is 
commonly found in essential services markets. The State-based 
Ombudsman schemes have jurisdiction over aspects of these energy 
specific consumer protections; their focus, however, is on resolving disputes 
rather than enforcing law. The law may be of assistance in resolving 
disputes and an Ombudsman may refer issues on to other bodies for 
enforcement.  

Affordability protections 
The protections for affordability for energy services includes the NECF rules 
on hardship programs. The promotion of effectively competitive markets and 
the regulation of natural monopolies (networks) are designed to promote 
efficiency.  

However, in practical terms the most the market can be expected to do is to 
get prices as low as possible. Affordability isn’t only about prices, but also 
incomes. Accordingly, there is a recognised need in jurisdictions for 
concession schemes that are another part of the affordability protection. 
These schemes, however, mostly only operate in the conventional use case.  

Affordability is also affected by the stability of retail prices in which rapid 
increases and decreases can have significant negative consequences. 
Consumers make their decisions on housing, appliances and distributed 
energy resources on the basis of their expectation of future energy prices. 

Reliability protections 
At its simplest the reliability protection is that when the consumer depresses 
the switch power is provided. The guarantee of reliability comes mostly from 
the overall grid regulatory framework which includes both the adequacy and 
maintenance of networks, and the price signals available to stimulate 
investment in generation. 

It also includes the must supply arrangements and the provision of a retailer 
of last resort in case of retailer failure.  

Market Power 
The regulation of supplier market power in grid connected supply has been 
achieved by structurally separating the retail businesses from networks and 
subjecting the latter to direct economic regulation. However, there are 
circumstances such as islanded communities or customers who receive their 
energy from their landlord (embedded networks) where consumers are still 
exposed to market power that needs to be addressed in consumer 
regulation.  

There are also concerns that the structure of the generation and retail 
markets still result in the exercise of market power, though the focus on 
remedying that is in the promotion of competitive structures. 
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Regulatory options 
Regulatory options include both the scope of regulation, and the form of 
regulation. Each of these is discussed in this section. 

The National Energy Consumer Framework (NECF) 
The implementation of consumer protections through the Trade Practices 
Act 1974 was national legislation that addressed the conduct of 
corporations. In the 1980s this framework was updated and a set of common 
consumer protections was introduced that mirrored the TPA in each State’s 
fair trading regulation. What is now the Australian Consumer Law is the 
second attempt at developing this harmonisation. 

The beneficiaries of harmonisation are consumers, not industry. Industry can 
benefit from the confusion that is created by lack of consistency, while as 
every participant faces the same compliance cost these are passed on to 
consumers.  

The Productivity Commission (the PC) Review of Consumer Policy 
considered that where there were industry specific protection regimes there 
was scope for further reform (Productivity Commission, 2008), 
recommending that:11 

CoAG’s Business Regulation and Competition Working Group, in 
consultation with the Ministerial Council on Consumer Affairs, should 
instigate and oversee a review and reform program for industry-
specific consumer regulation that, drawing on previous reviews and 
consultations with consumers and businesses, would: 
• identify and repeal unnecessary regulation, with an initial focus 

on requirements that only apply in one or two jurisdictions; 
• identify other areas of specific consumer regulation where 

unnecessary divergences in requirements, or lack of policy 
responsiveness, have significant costs; and 

• determine how these costs would be best reduced, whilst 
maintaining protections for consumers, with explicit 
consideration of: 
o the case for transferring policy and, where appropriate, 

regulatory enforcement responsibilities to the Australian 
Government and how this transfer might be best pursued; 
and 

o a process and timetable for harmonising and streamlining 
currently divergent specific regulation that remains the 
responsibility of the States and Territories. 

In brief, the PC suggested that state-based industry specific regimes should 
first be evaluated to identify if there are protections that were not required 
given the reform of the ACL. Where industry specific protections are 
warranted, just like the ACL, they should be national in application. 

 
11 http://www.pc.gov.au/inquiries/completed/consumer-policy/report/consumer2.pdf.   

http://www.pc.gov.au/inquiries/completed/consumer-policy/report/consumer2.pdf
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In its recent review of consumer law enforcement and administration, the PC 
(2017, p. 191) observes of this recommendation that: 

In August 2008, the Ministerial Council on Consumer Affairs noted 
the Commission’s recommendation to reform industry-specific 
consumer regulation, and indicated that the Business Regulation 
and Competition Working Group had begun a process to do this 
(MCCA 2008). 

However, preliminary investigations suggest that this specific 
process was essentially overtaken by other initiatives. 

In the energy sector however, progress was already being made with the 
introduction of the NECF before the PC reported. While the introduction of 
the NECF chronologically followed the PC consumer policy review, it was 
separately initiated by the Ministerial Council on Energy (MCE) (Ministerial 
Council on Energy, 2003) in its recommendations to COAG following the 
Parer Report (Parer, 2002 ). In particular, Recommendation 4.2.2 (f) states: 

Ministers agree that the AER will be responsible for the regulation of 
distribution and retailing (other than retail pricing), following 
development of an agreed national framework. Work will commence 
on the national framework in 2004, and the MCE will consider the 
outcome in 2005. Following MCE agreement on the framework, the 
AER will assume responsibility for national regulation of distribution 
and retailing (other than retail pricing) by 2006.  

The ambition of the MCE for a 2006 start was not realised. Its development 
was well grounded in an extensive consultation process conducted by the 
Retail Policy Working Group established by the MCE. The working group 
consulted on a sequence of four working papers over late 2006 and early 
2007. 

The NECF consists of the National Energy Retail Law (the NERL) and 
National Energy Retail Rules (the NERR).  

The Second Reading Statement that accompanied the introduction of the 
NERL (The Hon. J.D. HILL , 2010) stated: 

The National Energy Retail Law (South Australia) Bill 2010 seeks to 
achieve a national regulatory regime for retailers and distributors 
selling and supplying energy to customers. Its primary aims are to 
streamline regulatory requirements, increase efficiency through 
regulatory harmonisation and maintain best practice consumer 
protection. As a result, the Bill is expected to facilitate an increase in 
retail competition by reducing regulatory complexity and lowering 
barriers to entry, as well as by encouraging consumers to participate 
in this competitive market by providing strong and equitable 
consumer protections across participating jurisdictions. 

The separate regulation of energy retail markets by individual States 
and Territories is inefficient and imposes costs on retailers operating 
across State borders. There is duplication of processes and 
systems, which leads to higher compliance costs… 

Ministers agree that the 
AER will be responsible for 
the regulation of 
distribution and retailing 
(other than retail pricing), 
following development of 
an agreed national 
framework…the AER will 
assume responsibility for 
national regulation of 
distribution and retailing 
(other than retail pricing) 
by 2006. 

The long term interests of 
consumers in competitive 
energy markets are 
promoted through the 
application and 
development of consumer 
protections to enable 
customers to participate in 
the market with 
confidence, support 
effective consumer choice 
and ensure ongoing 
access to energy on 
reasonable terms as an 
essential service. 
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The long term interests of consumers in competitive energy markets 
are promoted through the application and development of consumer 
protections to enable customers to participate in the market with 
confidence, support effective consumer choice and ensure ongoing 
access to energy on reasonable terms as an essential service.  

The objective of the NECF is therefore the same as the ACL in general; it 
exists to enable consumers to participate in the market with confidence and 
was intended to be national to reduce costs and promote competition. 

However, the NECF has not delivered on its original 2003 intent. There are 
many derogations from the regime in the States and Territories. Victoria has 
not adopted the consumer protection aspects of the regime. Despite a 
recommendation included in the ACCC’s Retail Electricity Price Inquiry that 
Victoria should join the NECF there is no indication that anyone is pursuing 
this objective. (ACCC, 2018) 

As recently as July 2015, the Energy Council included ‘National Energy 
Consumer Framework Implementation: To progress energy market reforms 
through to completion to ensure consumers receive the full benefits’ as one 
of its key strategic priority objectives’ (COAG Energy Council, 2015). This 
objective was accompanied by an objective to review derogations and 
differences ‘to ensure consumers in all jurisdictions are provided the same 
level of protection irrespective of where they reside.’ There was also an 
objective to review the NECF so that it was ‘flexible and responsive to 
changing circumstances, ensuring consumers are protected as levels of 
consumer choice and engagement increase and new product offerings 
become available.’ 

The Finkel Review (Finkel, Moses, Munro, Effeney, & O'Kane, 2017) 
recommended (Recommendation 6.5) that: 

By mid-2018, the COAG Energy Council should accelerate its work 
on applying consumer protections under the National Energy Retail 
Law and National Energy Retail Rules to new energy services, and 
also consider safety issues as part of that work. 

This recommendation is very specific in relation to these issues; it is 
explicitly for the inclusion of new energy services in their totality within the 
NECF (that is, a national framework). 

Form of regulatory protections 
The preceding discussion has been framed entirely around ‘command and 
control’ regulation. Regulation, however, takes many forms (Coglianese & 
Mendelson, 2010). 

Ayers and Braithwaite (1992) introduced a concept of ‘responsive regulation’ 
in which regulatory forms were constructed in a hierarchy from self-
regulation to full command and control regulation. The ‘responsiveness’ 
component was that the form chosen should suit the purpose while pursuing 
the least intrusive first. Industry self-regulation sits at the bottom of this 
hierarchy. Enforceable self-regulation sits above this. 
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The more general concept of ‘meta-regulation’ describes the concept of 
‘regulation for self-regulation’ as not only including the role of the regulated 
entity but also of third parties. In this framework two things are expected. 
The first is that corporations are responsive to issues of corporate reputation 
and that third parties are active in identifying community values for business. 

Simon (2017) provides a schema of meta-regulation that consists of five 
elements. 

i. Formal rules are based on principles, not prescription, to allow for 
the necessary flexibility in regulatory practice.  

ii. Law (the regulator) is reflexive and responsive, in order to learn 
about what works to meet the public interest and to include relevant 
stakeholders in regulatory processes. Meta-regulation is intended to 
relieve pressure on a regulator’s resources by allowing the regulator 
to step back and observe self-regulation, taking investigative action 
only where a regulatory breach is identified.  

iii. Third parties such as non-government organisations and activists 
support regulation by acting as ‘civil regulators’, providing further 
relief for regulatory resources as well as reducing the chance of 
regulatory capture by industry. Third parties are involved in 
consultation for policy formation, to make sure that the right values 
are embedded in rules. They are also involved in enforcement, via 
monitoring and using business reputation in markets to force 
business self-reflection and culture change.  

iv. Business self-regulates within the above context (and is also 
reflexive and responsive). In addition to the threat of formal 
regulatory penalties for breaches, reputational damage – and by 
extension, market losses – is a threat where businesses do not 
respond appropriately. Businesses are expected to be aware of this 
and accordingly incentivised to prevent breaches of their ‘social 
licence’.  

v. Transparency in business performance is promoted, specifically 
compliance and performance reporting (both self-reporting and 
regulatory reporting) to provide for third parties to have information 
to act upon under (iii) above and for industry self-reflection under 
(iv). 

There isn’t really a binary choice between meta-regulation and command 
and control regulation, all regulatory arrangements include an element of 
meta-regulation.  

Ultimately humans mostly don’t steal because they are self-regulated not 
to—not because they undertake an evaluation of the compliance risk at 
every opportunity. But this is a learned behaviour between the individual and 
third parties.  

The absence of an explicit policy of meta-regulation does not mean that 
meta-regulation is not in operation. Policy makers in particular have implicit 
beliefs about how business entities will behave. 



Energy Consumers Australia Contemporary Consumer 
Protections in Energy 
Framing Paper 
November 2019 
 

 

21 

Simon’s book uses the Australian retail electricity market as a case study of 
meta-regulation in practice and identifies that the expectation that ‘the 
industry enabled and incentivised to self-regulate to meet the public interest’ 
as expected by normative meta-regulatory theory was not achieved.  

Simon observes: 

What happened instead in the Australian retail energy sector was 
that every decision became contested and politicised. There was no 
single public interest or, in other words, no clear set of moral 
outcomes or norms for industry to work towards. Stakeholders were 
also not oriented towards reaching consensus, and consensus only 
became more remote the more that discussions on controversial 
issues occurred and new risks were discovered. The signals that 
retailers were to rely on to determine appropriate self-regulation 
were lost in the political clamour between stakeholders, and the 
industry was not programmed to absorb and learn from political 
messages in any event. Further, the reputation mechanism as a 
form of regulation was unreliable. Not only did most consumers tend 
to respond to price only (and were not predictably rational in doing 
this) but the messages to the community about business behaviour 
were skewed and inconsistent, meaning that even consumers who 
might conceivably have changed their purchasing decisions based 
on their view of the integrity and compliance of a company were not 
given the appropriate or correct information to act upon. 

The regulatory and retailer organisations were also not rational in 
the traditional sense of the term. They did not have access to 
sufficient information to make truly rational decisions, nor did they 
have the cognitive capacity or the inclination. More importantly, they 
made decisions based on their own (limited) constructions of reality, 
which related to meaning as determined by their dominant function 
systems. The limitations to rational decision-making were not 
recognised by these or other organisations. 

This analysis provides an important framing for the development of the 
consumer protection framework in this market. ‘More of the same’ or a 
simple invocation of industry self-regulation is unlikely to deliver different 
outcomes.  

This paper primarily focuses on only one pre-condition to achieving a 
changed outcome, and that is achieving clarity and agreement on the 
desired outcome from the consumer protection framework. 

Summary 
Consumer protection frameworks foster effective competition that benefits 
consumers and the economy as a whole. Successive Australian 
Governments have recognised the value of a single national generic 
protection regime that has been enacted through the ACL. The PC has also 
twice (in 2008 and 2017) identified that where sector specific protections 
exist they should be reviewed to determine their ongoing value, and where 
they are required, they should be nationally consistent. 
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Energy Ministers identified the value of a single national framework for 
energy specific consumer protections in 2003, predating the PC by some 
five years. The reforms introduced predated the ACL and have not been 
reviewed to determine whether they continue to be appropriate in that 
context.  

Also, the reforms introduced have not thus far resulted in a national scheme, 
nor have they been extended to new energy services.  
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What Consumers Are Telling Us 
The Energy Consumer Sentiment Survey 
The Energy Consumer Sentiment Survey (the ECSS) is conducted by 
Energy Consumers Australia every six months to measure consumer 
sentiment in three dimensions; confidence, engagement and satisfaction.12 

Consumers are more satisfied with reliability and customer service than they 
are with value for money. Consumers asked to rate how satisfied they were 
on value for money, customer service, billing, reliability and faults were 
consistently more satisfied with service qualities than they were with value. 
Figure 1 shows residential data from seven surveys to June 2019 with 
positive responses on the question of satisfaction with value for money, 
customer service and number of outages for electricity services.  

Figure 1: Residential consumers’ satisfaction with electricity services 

 

 
12 https://energyconsumersaustralia.com.au/publications/energy-consumer-
sentiment-survey-findings-june-2019 
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Figure 2 shows the satisfaction with value for money and customer service 
for gas services.   

Figure 2: Residential customers’ satisfaction with gas services  

 

 

Figure 3 shows household survey responses to the question of how 
confident they are that the overall energy services market is working in their 
long-term interests.  

Figure 3: How well the market is working 

 

Overall the picture is of consumers who are dissatisfied with the price 
outcomes and lack confidence that the market is working in their interests. 
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Solar PV and battery experience 
Energy Consumers Australia has undertaken qualitative and quantitative 
research on the experience of solar photovoltaic (PV) customers and market 
readiness for battery storage. The research was conducted by UMR 
Research, the Alternative Technology Association and Moreland Energy 
Foundation, with a summary and overview report by KPMG (Energy 
Consumers Australia, 2017z).  

The key findings of that research relevant to the question of consumer 
protections can be summarised as follows: 

• Residential customers are generally satisfied with the performance 
of their solar PV system. However, many customers do not 
understand how their systems operate or how to get the most 
value from their systems. There is also evidence that some 
customers are being sold solar PV systems that are not 
appropriately sized for them. 

• The factors affecting outcomes for both individuals and the market 
are influenced by multiple entities in both the solar PV industry and 
the traditional electricity industry. Incentives on these entities do 
not always align and policies between the two industries have 
historically been inconsistent.  

• Customers need access to the required information and tools to 
make informed decisions. Battery storage adds an additional 
dimension to an already complex energy market and requires the 
customer to make decisions on multiple variables relating to the 
use of batteries and how to integrate batteries with a solar PV 
installation. 

• The battery storage market is in its infancy and further policy work 
is needed on a range of matters including regulation, standards 
and safety. 

Consumers told us in the research that their motivation for installing solar PV 
was primarily financial, but it was not constrained to current prices. As Figure 
6 below shows, the second highest reason for installing solar PV was to be 
less dependent on the mains; to be protected from future price rises (this 
was in response to the question: ‘How much have the following factors 
contributed to your decision to install a solar electricity system?’). 



Energy Consumers Australia Contemporary Consumer 
Protections in Energy 
Framing Paper 
November 2019 
 

 

26 

Figure 6: Factors in installing solar 
Source: (UMR Strategic Research, November 2016) 

 

Figure 7 shows a similar outcome in relation to consumers’ interest in 
installing batteries. Grid independence is the most common reason for 
considering batteries (This was in response to the question: ‘How much 
have the following factors contributed to your considering installing batteries 
for your solar electricity system?’). 

Figure 7: Reasons for considering battery storage 
Source: (UMR Strategic Research, November 2016) 
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necessarily make representations about the outcome for the consumer of 
their purchase of energy from the grid. For consumers to get the best value 
from their investment in DER like solar PV and batteries they need to 
understand what the impact of the purchase will be on their overall financial 
position, including the cost of their grid delivered energy.  
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Summary 
The consistent results from the research outlined above is that consumers 
do not perceive they are getting good value for money in electricity services. 
They have little confidence in the market and they are looking to make 
investments in DER (where they are able to and can afford it) to protect 
themselves from the market. 

The interest by consumers in DER such as solar PV and batteries as a 
protection from the grid supplied energy market reflects the consumer 
perspective that these are not separate markets. Indeed, the consumer is 
making one choice about the provision of energy services. However, the 
consumer protection regime for grid-delivered and for self-generated 
electricity are currently vastly different.  



Energy Consumers Australia Contemporary Consumer 
Protections in Energy 
Framing Paper 
November 2019 
 

 

28 

The Changing Energy Market 
As set out above, a strong case already exists for reform of the existing 
energy specific consumer protections. They are not national in their 
approach and they do not reflect the introduction of the ACL. 

At the same time, the Australian energy market is undergoing rapid and 
significant transformation. This rate of change reinforces the question of 
whether the consumer protections framework itself also needs to change. 

A further question is whether necessary consumer protections reform is best 
achieved through national or jurisdictional initiatives. The former provides the 
lower cost of industry compliance which should benefit consumers. The 
latter can be expected to benefit from the “competitive federalism.”  

Some consumer advocates note that it is easier to effect change in 
jurisdictional regulation compared to national schemes. Ideally, we should be 
seeking a national scheme that is of such quality that the ongoing need to 
lobby for change is eroded.   

The availability of new generation and storage technologies has led to a 
number of new and emerging business models.  

The costs of network investment for property developers, especially in 
projects to increase urban density, has triggered much interest in the 
development of models where the property developer includes DER in the 
property estate and then seeks to become the exclusive seller of energy. In 
some cases, property developers are deciding to become the exclusive 
electricity seller without the investment. 

For households wanting to invest in DER, financing arrangements are being 
bundled with the product or include a power purchase agreement (PPA) as 
part of the model.  

Finally, while the history of the last century of grid supplied electricity has 
been one of the increasing footprint of grid solutions, the cost and reliability 
trade-offs related to new resources are resulting in consideration of reversal 
of this trend. This includes individuals or whole communities considering 
disconnecting from the grid. 

The scenarios under which consumers may be acquiring their energy 
services (primarily their electricity) can therefore be broken down into six 
primary use cases based on two dimensions.13 

The first dimension is whether the supply arrangement for the household or 
business is made by themselves or has at least some element of decision 
making for the whole community. In the description below this is referred to 
as ‘freestanding’ or ‘community’. 

 
13 Interestingly, the option of alternative supply of gas also exists in the use of bottled 
gas. Many areas developed in the 60s and 70s did not have gas reticulated but have 
many customers with bottled gas, primarily for cooking.  
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The second dimension is based on what the source of supply of the 
electricity service is. The first case is where all energy is supplied by a 
connection to a grid, the second case is a grid connection that is augmented 
by DER. The final case is where there is no grid connection at all. 

Table 1: Electricity Supply Use Cases 

 GRID ONLY GRID + DER DER ONLY 

Freestanding 
cases A 

(Standard 
supply) 

B 
(‘Behind 

the 
meter’) 

C 
(Individual 

Power System) 

Community 
cases  

D 
(Embedded 

network) 

E 
(Microgrid) 

F 
(Islanded 
microgrid) 

 

These will be referred to as Use Cases A to F in the rest of the Paper, as 
none of the descriptions works perfectly.  

For example, behind the meter is not a good description of the Use Case B 
but has been adapted from an Energy Council discussion on this topic 
(Energy Market Transformation Project Team, 2016a).  

Technically, both Use Cases D and E are considered embedded networks in 
the regulatory system. The AEMC (AEMC, 2017a) as a consequence 
reserves ‘microgrid’ for Use Case F. The United States Department of 
Energy uses the definition (Department of Energy USA, 2011): 

A microgrid is a group of interconnected loads and distributed 
energy resources within clearly defined electrical boundaries that 
acts as a single controllable entity with respect to the grid. A 
microgrid can connect and disconnect from the grid to enable it to 
operate in both grid-connected or island-mode.  

Within the Use Cases other than standard supply, variations can exist based 
on the financing model of any DER, the nature of the community decision 
making and the historical context (which become relevant where Use Cases 
C or F were previously grid connected). 

It is of interest to note that the electricity specific consumer protections that 
apply to each of these Use Cases is different. The primary protections in 
each Use Case are detailed in Table 2 and explained further below. 
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Table 2: Consumer protection for electricity supply use cases 

 GRID ONLY GRID + DER DER ONLY 

Freestanding 
cases 

A 
(NECF + Vic & 

ACL) 

B 
(NECF + Vic & 

ACL) 

C 
(ACL) 

Community 
cases  D 

(‘exempt’ & ACL) 
E 

(‘exempt’ & ACL) 

F 
(jurisdictional & 

ACL) 

 

Use Case A is fundamentally covered by the NECF, except in Victoria 
where it is covered by jurisdictional arrangements.  

Grid supplied electricity in Use Case B is also covered by the NECF, but in 
general, the supply of DER is covered only by standard ACL protections. 
This is not the case, however, where they are provided in conjunction with a 
PPA. In that case the arrangement is energy supply in the meaning of the 
NECF. However, providers of PPAs are able to, and indeed have, sought 
individual exemptions from the AER and are then covered by the ‘exempt 
seller’ regime.  

The ‘exempt seller’ regime also applies to Use Cases D and E. To supply 
energy, a person is required to be an authorised retailer or to have an 
exemption from the AER. The ‘exempt seller’ arrangements comprise three 
AER instruments. The first is a determination by the AER of classes of 
sellers who are deemed exempt or can be exempt by registration. The 
second is a set of conditions that apply to members of these classes. The 
third are guidelines by which the AER will apply its other discretions, 
including how to apply for an individual exemption and what conditions will 
apply.  

These three instruments are all published by the AER in one document 
called the ‘Guideline”, but perhaps that document would be more accurately 
described as the Framework. The term ‘exempt’ in the legislation is 
misleading; sellers are exempt from the requirement to be authorised and 
from the NECF conditions, however they have an extensive list of conditions 
that are similar to the NECF conditions.  

Most instances of Use Cases D and E for small consumers qualify as 
deemed or registerable exemptions. Where the DER are owned by the 
operator of the embedded network, the service they provide is covered by 
these conditions. A customer in use case E could however be utilizing their 
own resources (behind the meter the embedded network operator uses to 
charge the consumer).  

In Use Cases D and E, the rules create a right for a consumer to elect to be 
an ‘market’ customer, that is, to buy direct from an authorised retailer. This, 
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however introduces complexities around payment or use of the embedded 
network, and few (if any) retailers participate in this market.  

The consumer benefit from competition is not realised just through 
contestability, it requires suppliers to be rivalrous (or appear to be likely to 
be) for the consumers. This is not the case with embedded networks. 

In Use Case C the consumer is totally dependent on standard ACL 
protections; yet the circumstances are far from standard. Electricity is a non-
discretionary service, consumers need it – to at least keep the fridge cold, if 
not the lights on. A guarantee provided under the ACL is no use to a 
household when the power goes out because the battery is not actually 
sufficient to provide their power needs after say, three cloudy days. 

Use Case F already occurs in some States in the NEM, especially in South 
Australia and Queensland. Similar situations arise in Western Australia and 
the Northern Territory. In New South Wales, even very remote communities 
such as White Cliffs, Packsaddle, Milparinka, Tibooburra and Wanaaring are 
connected to the grid (Essential Energy, 2014). 

Some States have adopted the full NECF for these islanded microgrids while 
others maintain State specific schemes. The issue becomes interesting 
where a previously grid connected community is disconnected and whether 
consumers in that community should continue to be covered by the NECF. 

Summary 
As outlined in the opening section of this Paper, an effective consumer 
protection regime is part of providing consumers with confidence in the 
energy market.  

The changes in the energy market include changes in the supply of grid 
based power with cost based network pricing being introduced as part of 
responding to changing consumption patterns. They also include a growth in 
the utilisation of embedded networks and of the utilisation of DER which 
increases the variety of different circumstances in which consumers are 
obtaining their energy supply. 

The electricity specific consumer protections that apply to each of these 
different “Use Cases” is different. Contemporary consumer protections are 
required to enable consumer to have confidence in their ability to transact in 
an increasingly complex environment. 
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Informing Consumer Protections in 
Energy 
Sector Research Studies 
Three research projects supported by Energy Consumers Australia have 
addressed the issue of consumer protections in a changing energy market 
resulting in the following reports: 

• The Consumer Action Law Centre’s Power Transformed report 
(Consumer Action Law Centre, July 2016)  

• The Alternative Technology Association’s Empowering the Future 
report (Alternative Technology Association, November 2016) 

• The Australian Council of Social Service, Brotherhood of St 
Laurence and The Climate Institute collaboration for the report 
Empowering disadvantaged households to access affordable, clean 
energy (ACOSS, BSL and TCI, 2017) 

Consumer Action’s report entitled Power Transformed identified the 
challenge Australia’s energy market faces as: 

Effective competition, innovation and market efficiency require 
informed consumer participation, but evidence shows that 
consumers are not engaged in the energy market and don’t make 
the decisions expected of them. (Consumer Action Law Centre, July 
2016) 

The report identified 12 areas of potential detriment for consumers in the 
new energy market.  

Earlier in this Paper we introduced four categories of consumer protections. 
Table 3 below introduces some short form summary descriptions for these 
categories.  

 

Effective competition, 
innovation and market 
efficiency require informed 
consumer participation, but 
evidence shows that 
consumers are not 
engaged in the energy 
market and don’t make the 
decisions expected of 
them. 
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Table 4 below lists the 12 detriments identified in Power Transformed and 
identifies which protection category they fall into and in which use cases they 
apply. 

Table 4: Potential consumer detriment, protection categories and use 
cases 

Detriment Example Protection categories 

1. Lack of access to 
basic consumer 
protections 

Many new products and 
services may fall outside of the 
current regulatory framework, 
and protections that ensure a 
right to supply, hardship 
arrangements and access to 
Ombudsman schemes may not 
apply 

Transactional 
Use cases B,C, E and F 
(Note the hardship case 
is repeated later) 

2. Buck-passing 
and blame shifting 

When disputes arise in new 
products and services which 
may require a network of 
relationships to deliver, the 
potential for buck-passing and 
blame shifting between parties 
is high 

Transactional 
All use cases other than 
A 
 

3. Mis-selling  As products get more complex, 
some companies may turn to 
sales tactics relying on product 
complexity to mask 
inappropriate or unsuitable 
products and services 

Transactional 
All use cases 

4. Poor decision-
making  

Consumers may find it difficult 
to make decisions in their own 
interests when the number of 
choices, and complexity of 
those choices, increases 

Transactional 
All use cases including 
increasingly A 

5. Long lock-in 
contracts  

Long lock-in contracts (e.g. 15 
years for a solar lease) reduce 
consumer choice and flexibility 

Transactional 
Primarily use cases B 
and C 

6. Complex 
financing tools  

New financing arrangements for 
products and services (e.g. 
solar leases and power 
purchase agreements) are 
complex and may include 
unclear costs and inconsistent 
regulatory oversight 

Transactional 
Primarily use cases B 
and C 
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Detriment Example Protection categories 

7. Inability to 
access the new 
market 

Some consumers may face 
systemic barriers to 
participation in the new, 
personalised electricity market; 
this may include those with low 
incomes, poor literacy skills, 
language barriers and renters 

Affordability 
Primarily use cases A, B 
and C, though housing 
choices may also limit 
access due to being use 
cases D, E or F. 

8. Difficulty 
comparing products 
and services 

Bundled products and services 
which are increasingly 
marketed to individuals based 
on their personal usage profiles 
may become difficult to 
compare where inclusions, 
exclusions and terminology 
differ 

Transactional 
Primarily use cases B 
and C 

9. Market failure 
due to 
segmentation 

Downward pressure on energy 
prices through mass market 
competition may be 
undermined in a market where 
retailers can increasingly 
identify and target active, 
affluent households with 
individual deals 

Affordability 
Primarily use case A 

10. Exclusion 
through complexity  

People who could benefit from 
switching to new products and 
services may not engage if 
information and price signals 
are too complex, or the reason 
for participating is not clear 

Transactional 
Use cases A and B 

11. Hardship in off-
grid scenarios  

Off-grid households may 
experience reduced supply or 
loss of supply if they fall into 
hardship, or during a dispute 
with their technology provider 

Affordability 
Use cases B, C, E and F 
(Also an availability 
issue) 

12. Reduced choice 
in off-grid 
communities 

Consumers in off-grid 
communities may have reduced 
ability to choose their preferred 
electricity provider and may 
face higher costs where retail 
competition is reduced 

Market power 
Use cases D, E and F 

 

This categorisation helps to locate the focus of concern about the adequacy 
of consumer protections. It also reveals a core concern with the ‘ordinary’ 
transactional consumer protections.  
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Energy is not unusual in having additional transactional protections beyond 
those that apply in the ACL. An example of these protections are prescriptive 
rules about how bills must be prepared and presented. These protections 
pre-date the ACL in previous incarnations in jurisdictional law, though their 
incorporation as the NECF followed the Productivity Commission Consumer 
Protection inquiry that recommended the creation of the ACL. 

The detriments identified in Power Transformed highlight the questions of: 

1. Whether the protections in the NECF can be provided by the ACL 
as it is 

2. Whether there could be amendments to the ACL that could address 
common issues in several industry-specific regimes or 

3. Whether industry specific regimes need to be expanded in their 
scope.  

The second value of the categorisation above is to clearly highlight issues 
that are not part of the generic consumer protection framework. For 
example, protections on availability and affordability that would apply to 
consumers in use cases B and E suddenly do not apply in use cases C and 
F respectively once the grid connection is cut. Indeed, the consumer 
suddenly tips from a national regime to a jurisdictional one. It is noted that 
these issues are being addressed by the Energy Market Transformation 
Project Team Review of Stand Alone Power Systems. 

In the above it is important to note that the NECF has been referred to as if it 
has NEM wide application. This is not the case both because Victoria has 
not joined NECF and there are extensive other jurisdictional derogations 
from the NECF. 

There are three primary sets of ‘standard’ consumer protections applying in 
NEM jurisdictions; the NECF, the conditions imposed by the AER on ‘exempt 
sellers’ (use cases D and E) and the provisions of the Victorian Code. 

Power Transformed concluded that there were three principles that should 
‘guide all further market reform and innovation.’ These were: 

Principle 1: It should be easy for people to engage to make effective 
decisions. 

Principle 2: Appropriate consumer protections are applied to all 
energy products and services. 

Principle 3: The benefits of the transforming energy market should 
be shared across the whole community. 

The Report further noted that: 

These principles provide a competitively neutral, balanced and fair 
platform to underpin further development of Australia’s energy 
market, ensuring consumers can make good decisions, get the 
expected outcomes and trust their rights when things go wrong. 
They must be adopted widely across the energy market, to ensure 

These principles provide a 
competitively neutral, 
balanced and fair platform 
to underpin further 
development of Australia’s 
energy market, ensuring 
consumers can make good 
decisions, get the 
expected outcomes and 
trust their rights when 
things go wrong. They 
must be adopted widely 
across the energy market, 
to ensure the success of 
energy market reforms and 
underpin effective 
competition. 
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the success of energy market reforms and underpin effective 
competition. 

It also proposed no-regrets initiatives that could be adopted in the short-to-
medium-term, being: 

1. Testing the need for, and form of, market interventions against real 
consumer decision-making. 

2. Ensuring adequate access to justice by expanding the jurisdiction of 
energy Ombudsman schemes. 

3. Requiring energy service providers to identify the consumer’s 
purpose in acquiring a service, to ensure it is appropriate. 

4. Identifying programs to assist vulnerable demographics access new 
products and services. 

5. Targeting concessions to address need rather than tying them to 
specific supply arrangements. 

The Alternative Technology Association (ATA) report entitled Empowering 
the Future had more detailed recommendations for appropriate regulation 
and consumer protection in emerging energy markets (Alternative 
Technology Association, November 2016).  

Starting from the same position as this Paper (i.e. that effective competition 
requires confident consumers) and that energy has key characteristics (i.e. it 
is an essential service) that distinguish it from other goods, the ATA Report 
proposed generic and specific provisions. 

The generic provisions, which should apply across all energy products and 
services for residential and small business consumers, were listed as: 

• Explicit informed consent - ensures that customers are given 
sufficient information whenever they enter into an agreement with 
the energy business to understand their rights, obligations and the 
terms of their energy or energy management services contract. 

• Concessions programs and the hardship framework – ensure that 
low income households are assisted with meeting the cost of their 
energy supply and given support and flexibility if they encounter 
payment difficulties, with disconnection of supply for non-payment 
is a last resort. 

• Marketing rules and regulations – using common, accurate and 
consistent language, presented in simple English, in the marketing 
of novel services. 

• Dispute resolution - access to free, independent and an impartial 
external dispute resolution is a hallmark of the conventional energy 
market. 

• Harmful products - restrictions should be placed on products and 
services that are punitive and involuntary in nature: for example, in 
Victoria, energy retailers are prohibited from offering a Supply 
Capacity Control product to customers for any credit management 
purposes. 
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The specific provisions suggested to apply only to certain types of products 
or services were listed as: 

• Solar PPAs – a very specific framework for sale of PPAs is 
proposed. 

• Emergency backup – ensuring backup systems for customers with 
life support or health related climate control needs are properly 
configured. 

• Off-grid systems – a list of protections to be provided by the seller 
when a consumer goes off-grid. 

• Other products – a list was provided of product specific risks 
relating to demand response, storage, energy management 
systems, direct control load. 

Energy Consumers Australia’s own solar PV and battery research did not 
find evidence of widespread risk exposure from inadequate protections 
(Energy Consumers Australia, 2017z; AEMC, 2017b). The research did, 
however, note the risk of detriment as the number of consumers participating 
in these markets increase. 

The nature of the risk hinges on the boundary between conduct that is 
clearly misleading and deceptive as prohibited by the ACL and the activity 
generally referred to as ‘mis-selling.’ Mis-selling generally refers to the 
process of selling products and services to consumers who cannot be 
expected to benefit from them or to afford them. At its extreme it is targeted 
at particularly susceptible communities.  

The critical task is how to design consumer protections that augment the 
ACL prohibitions on misleading and deceptive conduct  while not being so 
prescriptive that they inadvertently exclude some perfectly reasonable 
approaches to the market. 

The particular availability and security issues arising from off-grid scenarios 
(Use Cases C and F) are slightly more problematic. These systems are not 
part of the NEM and fall entirely under jurisdiction regulation. Historically, the 
trend has been for off-grid premises to be connected to the grid and to 
consequently obtain a higher standard of availability and security of supply.  

The transformation of electricity generation is creating the prospect for 
premises to move in the opposite direction, to disconnect from the grid. In 
the absence of regulatory reform consumers are either relying on their own 
investigation of the implications of this decision or a regulatory regime 
applying to an islanded micro-grid that may be very different to the 
protections they had prior to disconnection. 

The ACOSS, BSL and TCI report Empowering disadvantaged households to 
access affordable, clean energy had a particular focus on supporting 
vulnerable consumers through the energy market transition (ACOSS, BSL 
and TCI, 2017). It proposed five policy outcomes that should be pursued: 

1. Electricity priced efficiently, including integrated climate policy 
2. Informed and enabled consumers  
3. Energy consumed efficiently and productively 
4. Robust consumer protections 
5. All households have the capacity to pay 
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Not all of these policy outcomes relate directly to the consumer protections 
considered in this paper. For example, the first outcome emphasises the 
effect that the policy framework as a whole (including climate policy) can 
have on the underlying price level for energy. 

Outcome 3 provides recommendations to address the affordability issues 
through programs to fund energy efficiency or access to distributed energy 
resources for low income households. It also recommends a review of 
energy efficiency requirements of rental properties.  

In outcome 4 the report supports the recommendations of the Consumer 
Action and ATA reports. It makes the additional recommendation: 

[Require] energy service providers to identify the consumer’s 
purpose in acquiring a service, to ensure it is appropriately 
identifying programs to help disadvantaged demographics access 
new products and services. 

While this recommendation is explicitly focused on identifying programs of 
assistance, the requirement of a service provider to ‘identify the consumer’s 
purpose in acquiring a service’ has value under the ACL.  

The ACL provides consumers with a guarantee that the goods supplied will 
be reasonably fit for purpose. The extent of that guarantee is limited to a 
purpose disclosed by the consumer or for which the supplier represents that 
they are. The purpose of this guarantee is to protect a consumer who has 
relied on the skill and judgement of the supplier (Bruce, 2014, p. 251). 
Purchasers of distributed energy resources or energy efficiency programs 
are making extensive reliance on the skill and judgement of the supplier. 

If the consumer is vague about their purpose (‘I want a battery) rather than 
specific (‘I want a battery to reduce my overall energy bill’ or ‘I want a battery 
to provide me with electricity in a black-out’) they can limit the effectiveness 
of the guarantee.  

In the financial services market a new obligation has been placed on 
‘product manufacturer’' to take responsibility to ensure their products are 
only being marketed to consumers who can benefit from them.  

The Opportunity of Industry Codes 
The challenge of developing new additional specific consumer protections 
focuses us then on the additional question of the form of consumer 
protections not just their content.  

‘Regulation’ itself has been the centre of a tussle between those who favour 
strong action by the State and those who advocate a reliance on the ‘free 
market.’ This is a false choice. All markets rely on State action to operate, if 
only in the protection of property rights. The provision of this surety was the 
basis for the development of ‘market towns’ which attracted buyers and 
sellers because of the protections afforded them.  

Other examples of government action include the ability to enforce 
agreements made, provided in the Australian context by the common law 
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provisions of contract law and the specification of weights and measures 
(clause 35 of the Magna Carta provided for standard measures).14 

However, there are also instances where private market governance can 
substitute for public regulation. A well-known example is the rules of 
participation in stock markets, though as the markets have mostly become 
monopolies the rules that evolved in the successful markets have now 
mostly been codified in legislation. 

As discussed earlier, Ayers and Braithwaite (1992) proposed the concept of 
‘responsive regulation’; that regulation should be responsive to industry 
structure and that different structures will be conducive to different degrees 
and forms of regulation. They argue that, depending on circumstance, public 
policy can delegate government regulation of a market to public interest 
groups, to unregulated competitors of regulated firms or even to the 
regulated firms themselves. 

These concepts, in part developed at the Australian National University, 
have found their way into Australian regulatory practice as ‘industry codes.’ 
There are a number of different approaches to codes in different markets. 

Part IVB of the Competition and Consumer Act (Cth) 2010 (the CCA) 
provides that the regulations made under it may prescribe an industry code 
as either a mandatory or voluntary industry code. This provision was 
introduced in 1998 following a review of difficulties faced by small business. 

There are currently five mandatory codes under the CCA (the Franchising 
Code of Conduct, Horticulture Code of Conduct, Wheat Port Code of 
Conduct, Oil Code of Conduct and the Unit Pricing Code) and one 
proscribed voluntary code (Food and Grocery Code of Conduct).  

Prescribed codes are made by Regulation; they are government instruments 
not documents approved by the ACCC. (Miller, 2017). The history for the 
development of each mandatory code is different. Forms of the Franchising 
Code have been in place since 1998 and periodic reviews have been 
conducted by Treasury. (Wein, 2013). The Wheat Port code was introduced 
in conjunction with the repeal of the Heat Export Marketing Act. (McHugh & 
Fitzgerald, 2014). The voluntary Food and Grocery Code was developed 
jointly by the Federal Government, Coles, Woolworths and the Australian 
Food & Grocery Council. (Krafchek, 2015). 

To be effective an industry code of conduct requires firms competing in a 
market to reach agreement about aspects of how they will conduct 
themselves in the market and may result in activities that amount to cartel 
conduct prohibited under Part IV of the C&C Act. 

In these cases, the parties can apply to the ACCC for an authorisation under 
Part VII of the Act. To grant the authorisation the ACCC must be satisfied 
that the public benefit from the code (contract, arrangement or 

 
14 ‘There shall be standard measures of wine, ale, and corn (the London quarter), 
throughout the kingdom. There shall also be a standard width of dyed cloth, russet, 
and haberject, namely two ells within the selvedges. Weights are to be standardised 
similarly.’ (The British Library, 2014).  
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understanding) outweighs the detriment to the public as a consequence of 
the reduction in competition. 

In some sectors, the provisions to approve and enforce industry codes rest 
with the sectoral regulator. For example, under s1101A of the Corporations 
Act (Cth) 2001 the Australian Securities and Investment Commission (ASIC) 
has the power to approve codes in the finance industry, though an 
association does not have to have its code approved.  

The ASIC provisions require a code to meet a number of criteria, including: 

• a comprehensive body of rules developed in consultation with 
stakeholders 

• enforceability against subscribers to the code 
• adequate provisions for dispute resolution, remedies and sanctions 
• effective and independent administration – including compliance 

monitoring. 
In the telecommunications industry, the Australian Communications and 
Media Authority (ACMA) has the power to register and enforce codes.  

The Telecommunications Act (Cth) 1997, like the energy regime, has the 
objective of promoting the long term interest of end-users of carriage 
services or of services provided by means of carriage services (section 3). 
That objective is augmented by a regulatory policy to promote ‘the greatest 
practicable use of industry self-regulation’ (section 4). 

Telecommunication industry codes are developed by associations 
representing sections of the industry and the association must provide the 
code for comment to the Ombudsman, the ACCC and the Office of the 
Australian Information Commissioner as well as publishing it to members 
and consumers before submitting it to the ACMA. The code is registered 
only if the ACMA is satisfied that the code provides appropriate community 
safeguards (where the code deals with matters of substantial relevance to 
the community) or deals with matters in an appropriate manner otherwise. 
ACMA can also request a section of industry to develop a code, and if one is 
not developed within an appropriate time, develop one itself. 

In practice, most codes are developed by Communications Alliance which 
has a very broad industry membership, and code development occurs with 
ongoing participation from the TIO, consumers, the ACCC and the ACMA. 

In the regulatory arrangements for the energy market there is no explicit 
provision at present for industry codes. This may be a consequence of the 
NEM itself initially being governed under a code, which was an instrument 
authorised by the ACCC since it constituted an agreement between 
competitors in an industry. It may also be a consequence of the status of the 
AEMC as a ‘rules maker’ that effectively responds to requests for rule 
changes that might be thought to be analogous to a code power. 

Whatever the reason (the absence of an explicit code provision or the 
inadequacy of the ACCC oversight of voluntary codes or both) this 
mechanism is not yet used in energy regulation. Yet codes, the ability for 
government to delegate regulatory powers to an industry, are an essential 
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element of responsive regulation providing a fast, flexible way of meeting 
consumer needs. 

Their use in telecommunications and finance reflects the rate of change 
experienced in those industries. Given the current transition they may be 
very suitable for the energy sector. 

Whether enforceable codes are self-regulation or co-regulation may be the 
subject of debate. More recently, the telecommunications industry has 
included its own code compliance scheme in its primary consumer protection 
code. This regime operates in conjunction with ACMA’s enforcement 
powers. To date, ACMA has continued to rely on its enforcement powers to 
require service providers to comply with the compliance scheme. 

In the energy sector, Power Transformed recognised the benefits of industry 
having more responsibility in determining the rules under which it operates, 
noting: 

While giving effect to the principles must primarily be the 
responsibility of energy businesses and governance institutions, the 
experience of the Demand-side Energy Reference Group is that 
there are strong benefits to taking a whole-of-sector approach that 
considers the expertise and perspectives of a range of different 
market participants, including consumers. New approaches that 
enable better consumer and market outcomes, regardless of the 
trajectory of innovation or the ultimate regulatory structure, are 
needed. (Consumer Action Law Centre, July 2016, p. 8) 

It should also be noted that the Clean Energy Council has two self-regulatory 
instruments that apply to new energy services. The first is the accredited 
solar installer program, which has a degree of enforcement provided by the 
Clean Energy Regulator requirement that households can only get paid 
government rebates if the designer and installer of solar PV are accredited. 

The second is their voluntary Solar PV Retailer Code of Conduct. This 
currently has strong protections for consumers but a low participation rate. 
Following a request from the Energy Council the CEC, AEC and others are 
developing a ‘behind the meter code’ designed for widespread industry 
adoption.  

The Energy Comparator Code of Conduct initially developed by the 
Consumer Utilities Advocacy Centre is another attempt at an industry code. 
At a workshop in February 2018 convened by the Consumer Policy 
Research Centre (CUAC’s successor organisation) participants generally 
agreed that this code is not meeting its objectives. 

The challenge of voluntary industry codes is what incentives exist to adopt 
the code. An industry code that imposes are high quality of service is most 
usually pursued as a market differentiator, intended to cover only a section 
of an industry. An industry code designed to have wide or universal 
coverage will, by contrast, adopt the lowest levels of quality that the industry 
deems necessary to avoid whatever negative consequence exists other than 
the code, be that simply industry reputation or more restrictive regulation.  

New approaches that 
enable better consumer 
and market outcomes, 
regardless of the trajectory 
of innovation or the 
ultimate regulatory 
structure, are needed. 
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The difficulty in the energy market is (as Simon identified) reputational risk is 
not a strong motivator and the mechanism for imposing additional regulation 
is indirect and slow to operate. The provision of a process for enforceable 
self-regulation could close this gap. 

Behavioural Insights 
There is a further level of consideration beyond both the content and form of 
consumer protections, and that is the consideration of how those protections 
interact with the way consumers behave. 

It is now well understood that addressing consumer protection from mis-
selling by insisting on the provision of great volumes of information is an 
ineffective approach. This is just one small example of what is referred to as 
‘behavioural insights.’ This generic term refers to the fact that consumer 
decision making deviates systematically from the ‘economic rational’ model 
assumed in market theory. In Thaler’s (2008) language, consumers are 
humans, not ‘econs’. 

These deviations from the rational model do not mean that humans are 
irrational; it is just that their rational process does not follow the assumptions 
made for econs. The deviations are systematic, that is consistent and 
repeatable rather than random, but this does not mean that the specific 
systematic variation of a population can be determined from that of another. 
In one well documented example US and UK citizens responded differently 
to messages on tax returns about the social norm of paying tax on time. 

Many lists exist of the categories of behavioural deviations. For example, the 
one provided the UK Behavioural Insights Team in a report for Citizens 
Advice (Costa, King, Dutta, & Algate, 2016) listed the following: 

1. Many consumers will stick with the default 

2. Consumers can be heavily influenced by anchors 

3. More choices do not necessarily mean better outcomes 

4. How information is presented can radically affect choices 

5. Consumers are more focused on the present than the future 

6. The timing of interventions is crucial 

7. Consumers tend to be overconfident 

8. Circumstances may make consumers particularly vulnerable to 
behavioural biases 

Recognising the existence of biases can then inform the design of regulatory 
response; this design can not only attempt to counter the effect of the bias 
but use the bias to help the consumer make better choices (a nudge). The 
classic case of this is recognising the status quo effect and hence making 
the default choice a better one for the consumer, such as specifying the 
default percentage of income allocated to a pension rather than making it 
zero unless an amount is specified. How retail offers are presented will have 
a significant impact.  
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In the context of energy, the biases above can be observed and countered in 
the following examples, noting that the ‘regulation’ below could be self-
regulation not necessarily government regulation: 

1. Many consumers will stick with the default 

A consumer who has been provided a limited duration benefit as 
part of their energy contract will be presented with a default offer at 
the end of the period. Status quo bias will result in consumer 
inaction. Regulators could change the outcome by specifying what 
the default offer should be (e.g. the most directly comparable plan at 
the time) rather than the ‘standing offer’ rate. 

More particularly, regulators could specify that consumers in receipt 
of energy concessions should be provided a default option to a 
suitable tariff. In the UK, alternatives have been entertained for 
making the default offer some kind of safeguard tariff. 

2. Consumers can be heavily influenced by anchors 

When consumers are asked to make a choice along a numerical 
spectrum consumers can be heavily influenced by anchors. When a 
consumer is deciding how much to pay on their credit card bill they 
are heavily influenced by the suggested payment on the bill.  

3. More choices do not necessarily mean better outcomes 

If there are too many choices consumers are unable to process all 
the information to make a choice. Studies in the UK energy market 
found that consumers switching provider save less money than the 
maximum they could have saved in regions where the number of 
competitors is larger.  

4. How information is presented can radically affect choices 

Presenting a mobile plan as ‘$50 per month plus $250 handset fee 
upfront’ is different to ‘$50 per month with half price handset *$250 
instead of $500)’ although they are the same plan. 

Comparison rates are a means of responding to this bias, though it 
can be partial at best because the plan will be first presented in the 
form above. 

5. Consumers are more focused on the present than the future 

Consumers place disproportionate weight on near events over future 
events. As a consequence, they will underestimate the real cost of a 
series of payments over time. 

This in part explains the attraction for energy plans with defined 
benefit periods, consumers focus on the current price not future 
price. 
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6. The timing of interventions is crucial 

Presenting information after a consumer has made a purchase 
decision is less effective than presenting it beforehand. Similarly, the 
best time to remind a consumer that they can choose provider (or 
plan) is when they receive their bill.  

7. Consumers tend to be overconfident 

Most consumers are over confidant in their decision making ability. 
This can have consequences such as an erroneous estimation of 
how much they will be able to pay off a loan each month. 

As we move to price structures that might include more extreme 
premium for high use, consumers might over estimate their ability to 
control their usage and then be presented with bill shock. 

8. Circumstances may make consumers particularly vulnerable to 
behavioural biases 

Consumers can be described as ‘vulnerable’ when they are on 
limited incomes have other socio-economic indicators associated 
with high levels of financial hardship or face some other condition 
such as certain health conditions. These consumers are no more 
vulnerable to behavioural bias than others. However, when people 
are actually suffering hardship (living with less than they need) a 
‘scarcity mindset’ can be identified. The scarcity mindset results in 
so much brainpower being consumed in concern that it leaves less 
cognitive capacity for planning ahead. 

While for some of these characteristics it is possible to identify a general 
class of response, such as the use of plain English and defaults that protect 
vulnerable consumers, the choice of option to respond to behavioural 
insights is best achieved through actual experimentation on different 
‘treatments’. 

Summary 
We have identified a number of ways in which consumer protection 
arrangements may not be adequately and uniformly covering consumers in 
the transitioning energy markets. These potentially impact on each of the 
four consumer protection categories highlighted; transactional, affordability, 
reliability and market power. The nature of the detriment depends on the 
individual consumer ‘Use Case’. 

The current regulatory structure does not provide for effective use of 
responsive regulation. The addition of enforceable industry codes could 
enable a regulatory system that keeps pace with market evolution in the 
energy sector. Industry codes are successfully used in other sectors 
including telecommunications for example. 

A current limitation is that only the protections of the ACL are uniform 
nationally, and services delivered over the network are only partially 
uniformly regulated within NEM regions. There is therefore no mechanism to 
institute explicit common requirements on new energy services. 
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Finally, the lesson of behavioural insights is that (regulatory or self-
regulatory) interventions need to be designed to reflect the decision making 
of humans, not ‘econs’ (Thaler (2008) (2015)).  
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Core Issues for Future Reform 
The protection categories outlined above (transactional, affordability, 
reliability and market power) provides the first filter for reviewing consumer 
protection issues for resolution in the energy market. This can be overlayed 
with use cases to provide extra focus on potential detriment for consumers.  
In this section we focus on posing a number of questions for discussion 
regarding consumer protections in the energy market in this time of 
transition. 

Transactional protections 
The nature of the transactional protections is such that there are protections 
provided under the ACL for all products and services, but for grid delivered 
services there are additional protections provided by specific legislation.  

Power Transformed suggested that consumer detriment in the following 
areas, already covered by the energy specific laws, might arise in use case 
B (behind the grid): 

• Lack of access to basic consumer protections 
• Buck-passing and blame shifting 
• Mis-selling 
• Poor decision-making 
• Long lock-in contracts 
• Complex financing tools 
• Difficulty comparing products and services 
• Exclusion through complexity 

However, there are also changes occurring for grid delivered services that 
may result in detriment that are not otherwise properly addressed in the 
framework. For example, the prospect of more complicated price structures 
introduced by retailers as a consequence of cost reflective network price 
structures. The risks include more possibilities of mis-selling, poor consumer 
decision making and exclusion through complexity. 

The operation of Alternate Dispute Resolution Schemes has been identified 
as a general area for potential reform in transactional protections. In its 
submission to the ACL Review Consumer Action Law Centre recommended 
the creation of a generic Retail Ombudsman, a recommendation that was 
not picked up by the review. In this regard, we note the recommendation of 
the Productivity Commission (2017, p. 211) review of consumer law 
enforcement: 

RECOMMENDATION 6.2 

Australian governments should establish an independent review of 
consumer alternative dispute resolution (ADR) mechanisms. Among 
other things, the review should: 

• assess the nature and structure of current arrangements, areas 
of unmet need and the appropriate institutions to deliver 
services 
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• take account of differences in jurisdictions’ legal systems for the 
design of ADR mechanisms 

• have regard to recommendation 9.2 from the Productivity 
Commission’s 2008 Review of Australia’s Consumer Policy 
Framework regarding the need for effective and properly 
resourced ADR mechanisms to deal consistently with consumer 
complaints not covered by industry-based ombudsmen 

• where state and territory ACL regulators are to continue to 
provide ADR services, consider options for expanding the ACL 
regulators’ powers, including the authority to compel businesses 
to cooperate with the dispute resolution process. 

Enhanced reporting of the ACL regulators’ ADR services (as part of 
the performance reporting framework outlined in finding 4.2) should 
inform the review. 

Therefore, the following questions can be more broadly posed: 

Q1. Is there something more to the relationship between the 
generic and industry specific protections than has been captured 
here? 

Q2. Are the existing consumer protections provided by the NECF 
(or the Victorian Code) beyond the protections in the ACL still 
appropriate? 

Q3. Should providers of energy services (both grid connected and 
DER) be required to identify the consumer’s purpose in acquiring 
the service? If so, how should this requirement be framed? 

Q4. Are there any protections that might be better provided by 
means of a voluntary or enforceable industry code rather than 
through legislation, rules and guidelines? Are there other forms of 
codes that can be effective in increasing consumer confidence? 

Q5. How could a code be enforceable for the provision of DER that 
are not already part of the NECF? If the choice is to amend the 
Competition & Consumer Act (Cth) 2010 to extend the 
enforceability of codes, or to amend the scope of the national 
energy market to include DER, which should be preferred? 

Q6. The energy regulatory framework provides for external dispute 
resolution (Ombudsman) and this is already being extended to 
customers in embedded networks. Most submissions to the EMTPT 
Review of Behind the Meter protections called for the extension of 
Energy Ombudsman services to DER. If it is desired to provide 
external dispute resolution for their sales and service, should this 
be achieved by an extension of external dispute resolution under 
the ACL or should it occur through extension of existing Energy 
Ombudsman schemes? 
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Q7. In the design of consumer protections how much extra 
attention should be placed on the conclusions of behavioural 
insights, and what additional resources should be allocated to 
investigating the most effective behavioural interventions? 

 
Affordability protections 
There are three primary risks with affordability: the inability of households to 
be able to access the new markets; the possible consequences of market 
segmentation; and the lack of effective hardship frameworks in community 
network or off grid scenarios. Related to the affordability question is the 
structure and nature of subsidies and concessions and whether these are 
‘technology neutral.’ 

Q8. Does the extension of affordability protections to different use 
cases require changes to regulation? 

Q9. Would the extension of concession frameworks to other use 
cases be facilitated by greater national harmonisation of these 
schemes, or their replacement by a national scheme? 

Q10. Should there be a review of schemes to provide access to new 
energy efficiency or distributed energy technologies for 
disadvantaged households? Should these be national schemes?  

 
Reliability protections 
The availability and security of supply issues are primarily relevant to the 
cases of disconnection from the grid. Energy Consumers Australia expects 
that the Energy Council will agree to develop a nationally consistent ‘best 
practice’ for the regulation of these networks which will then enable a 
consistent evaluation of migration issues. 

Q11. Is it sufficient to rely on consumers’ ability to make an informed 
choice in deciding to move off-grid or should there be an ongoing 
regulated connection subject to an appropriately risk-profiled usage 
tariff? 

Q12. If customers choose to disconnect in use case C, should the 
Distribution Network Service Provider (DNSP) continue to have an 
obligation to reconnect the customer? If not who should be 
responsible for ensuring the consumer is informed before they 
disconnect? 

Q13. What consent is required before a community can be 
transitioned to use case F?  

Q14. In use case E, the embedded network operator will determine 
how much network connectivity is required in addition to the on-site 
DER. What regulatory requirements are necessary to ensure enough 
connectivity is provided? 
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Market power protections 
The operator of an islanded micro-grid (Use Case F) becomes a monopoly 
operator. The economics of deciding to island can be complicated. In 
proposing to island the community, the network operator compares the cost 
of the grid connected option to the islanded option. Under current regulatory 
arrangements the grid connected services are subject to ‘postage stamp’ 
pricing. This price may well be below both costs, but once islanded it is 
harder to justify the maintenance of uniform prices. 

Q15. Should a network that is islanded by a DNSP still be subject to 
the uniform pricing policy of the DNSP?  

Q16. Should there be a continuation of retail competition in this 
scenario since the consumption of these customers is no longer 
derived from the regional wholesale market, or should there be only 
one retailer? If the latter who should that retailer be, given the 
structural separation between retail and network operation? 

Q17. If there is no retail competition, how should retail prices be set? 

Q18. In Use Cases D and E (embedded networks) is the standing 
offer of the local retailer a sufficient price control? If not, what 
should replace it? 

 
Safety regulation 
Electrical safety regulation is an aspect of consumer protection that we have 
not otherwise discussed, though it is clearly important. It is currently explicitly 
excluded from the national market arrangements in Annexure 2 of the 
Australian Energy Market Agreement.15 

The Finkel Review (Finkel, Moses, Munro, Effeney, & O'Kane, 2017) 
(Recommendation 6.5) cited earlier recommended a national framework for 
new energy services and recommended that COAG EC ‘also consider safety 
issues as part of that work.’ In this, it echoes Productivity Commission’s 
finding and recommendation its review of consumer law enforcement (2017, 
p. 195).  

FINDING 6.1 

The Productivity Commission’s 2008 Review of Australia’s 
Consumer Policy Framework called for a process to review and 
reform industry-specific consumer regulation that would, among 
other things, identify unnecessary divergences in state and territory 
regulation and consider the case for transferring policy and 
enforcement responsibilities to the commonwealth government. 
While there has been some progress in implementing this 
recommendation, reform has been limited or has stalled in some 

 
15 
http://www.coagenergycouncil.gov.au/sites/prod.energycouncil/files/publications/docu
ments/Australian%20Energy%20Market%20Agreement%20-%20Dec%202013.pdf 

http://www.coagenergycouncil.gov.au/sites/prod.energycouncil/files/publications/documents/Australian%20Energy%20Market%20Agreement%20-%20Dec%202013.pdf
http://www.coagenergycouncil.gov.au/sites/prod.energycouncil/files/publications/documents/Australian%20Energy%20Market%20Agreement%20-%20Dec%202013.pdf
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important areas, including the safety regimes for building and 
construction and for electrical goods… 

RECOMMENDATION 6.1 

State and territory governments should move to agree on nationally 
consistent laws on electrical goods safety. 

The PC notes that there is no single body in Australia that can instigate a 
national recall of an unsafe electrical product, unlike the situation with, say, a 
toy that has small parts that can be swallowed. 

The impact of differences in State safety regulation has already had a 
significant impact on the ability to institute consistent procedures for 
achieving metering contestability. The impact of safety regulation can be 
expected to be more noticeable as more new energy models enter the 
marketplace.  

Any review of consumer protections frameworks should include 
consideration of harmonising the safety regulations. 

Conclusion 
Further iteration of consumer protections to match the changing energy 
market will be ongoing activity.  

In this transforming energy market, there appear to be three threshold issues 
to any reform of consumer protections.: 

1. Optimal approaches to providing consistency of consumer rights in 
the acquisition of all energy services,  

2. The potential value of the extension of external dispute resolution 
schemes to cover all energy service transactions, and 

3. The value of a wider use of responsive regulation, including an 
enforceable code regime, in the energy market. 
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Appendix 1 – The UN Guidelines for 
Consumer Protection  
As described on the Consumers International website (Consumers 
International, 2018): 

Over time, the consumer movement developed this into a 
broader vision of our rights and needs as consumers that now 
guides much of our work and that of our members.  

Following successful campaigning by Consumers International, the 
UN Guidelines for Consumer Protection were adopted by the UN 
General Assembly in 1985. These were brought up to date in 2015, 
when the General Assembly adopted the revised UN Guidelines for 
Consumer Protection. 

The NSW Department of Fair Trading referencing the United Nations 
Guideline identifies eight consumer rights (the first four of which were 
President Kennedy’s Bill of Consumer Rights): 

1. The right to safety - To be protected against products, 
production processes and services which are hazardous to 
health or life. 

2. The right to be informed - To be given facts needed to make an 
informed choice, and to be protected against dishonest or 
misleading advertising or labelling. 

3. The right to choose - To be able to select from a range of 
products and services, offered at competitive prices with an 
assurance of satisfactory quality. 

4. The right to be heard - To have consumer interests represented 
in the making and execution of government policy, and in the 
development of products and services. 

5. The right to satisfaction of basic needs - To have access to 
basic essential goods and services, adequate food, clothing, 
shelter, health care, education and sanitation. 

6. The right to redress - To receive a fair settlement of just claims, 
including compensation for misrepresentation, shoddy goods or 
unsatisfactory services. 

7. The right to consumer education - To acquire knowledge and 
skills needed to make informed, confident choices about goods 
and services while being aware of basic consumer rights and 
responsibilities and how to act on them. 

8. The right to a healthy environment - To live and work in an 
environment which is non-threatening to the well-being of 
present and future generations. 

http://unctad.org/en/Pages/DITC/CompetitionLaw/UN-Guidelines-on-Consumer-Protection.aspx
http://unctad.org/en/Pages/DITC/CompetitionLaw/UN-Guidelines-on-Consumer-Protection.aspx
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The claim that the UN adopted this list of eight rights is not correct. The UN 
proposals amongst other things use very different language, and in general 
reflect a market orientation rather than a rights orientation. 

The first version of the UN Guidelines was adopted in 1985, and then 
expanded in 1999. It has since been completely revised in 2015. 

The initial UN Guidelines stated  

The legitimate needs which the guidelines are intended to meet are 
the following: 

(a) The protection of consumers from hazards to their health and 
safety; 

(b) The promotion and protection of the economic interests of 
consumers; 

(c) Access of consumers to adequate information to enable them to 
make informed choices according to individual wishes and needs; 

(d) Consumer education; 

(e) Availability of effective consumer redress; 

(f) Freedom to form consumer and other relevant groups or 
organizations and the opportunity of such organizations to present 
their views in decision-making processes affecting them. 

This expanded version (United Nations, 1999) stated: 

The legitimate needs which the guidelines are intended to meet are 
the following:  

(a) The protection of consumers from hazards to their health and 
safety;  

(b) The promotion and protection of the economic interests of 
consumers;  

(c) Access of consumers to adequate information to enable them to 
make informed choices according to individual wishes and needs;  

(d) Consumer education, including education on the environmental, 
social and economic impacts of consumer choice;  

(e) Availability of effective consumer redress;  

(f) Freedom to form consumer and other relevant groups or 
organizations and the opportunity of such organizations to present 
their views in decision-making processes affecting them;  

(g) The promotion of sustainable consumption patterns. 

In the current version the list has been further expanded to eleven items 
(United Nations, 2016): 
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The legitimate needs which the guidelines are intended to meet are 
the following: 

(a) Access by consumers to essential goods and services; 

(b) The protection of vulnerable and disadvantaged consumers; 

(c) The protection of consumers from hazards to their health and 
safety; 

(d) The promotion and protection of the economic interests of 
consumers; 

(e) Access by consumers to adequate information to enable them to 
make informed choices according to individual wishes and needs; 

(f) Consumer education, including education on the environmental, 
social and economic consequences of consumer choice; 

(g) Availability of effective consumer dispute resolution and redress; 

(h) Freedom to form consumer and other relevant groups or 
organizations and the opportunity of such organizations to present 
their views in decision-making processes affecting them; 

(i) The promotion of sustainable consumption patterns; 

(j) A level of protection for consumers using electronic commerce 
that is not less than that afforded in other forms of commerce; 

(k) The protection of consumer privacy and the global free flow of 
information. 

The guidelines also include, under the heading “Measures relating to specific 
areas“ a section on energy: 

Energy. Member States should promote universal access to clean 
energy and formulate, maintain or strengthen national policies to 
improve the supply, distribution and quality of affordable energy to 
consumers according to their economic circumstances. 
Consideration should be given to the choice of appropriate levels of 
service, quality and technology, regulatory oversight, the need for 
awareness-raising programmes and the importance of community 
participation. 

The UN Guidelines have been extended so far as to be a ‘catch-all’ 
approach and lost some of the clarity. A simplified version of the UN list as a 
contemporary version of the Bill of Consumer Rights relevant to energy 
could be: 

• The right of access to essential goods and services 
• The right to safety 
• The right to be informed and to choose 
• The right to consumer education 
• The right to redress 
• The right to be heard 
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• The right to a healthy environment 
• The right to equal treatment in e-commerce 
• The right to privacy of data provided and generated in commerce 
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Glossary 
ACCC Australian Competition and Consumer Commission 
ACL Australian Consumer Law  
ACMA Australian Communications and Media Authority  
AEMC The Australian Energy Market Commission  
AER Australian Energy Regulator 
ATA Alternative Technology Association 
CCA Competition and Consumer Act 2010 
COAG Council of Australian Governments 
DER Distributed Energy Resources 
DNSP Distribution Network Service Provider  
EMTPT Energy Market Transformation Project Team  
NECF National Energy Consumer Framework 
NEM National Electricity Market 
NER National Energy Retail Rules 
NERL National Energy Retail Law  
PC Productivity Commission 
PPA Power Purchase Agreement 

 
 



 

 

A Suite 2, Level 14, 1 Castlereagh Street, Sydney NSW 2000 
T 02 9220 5500 
W energyconsumersaustralia.com.au 

 @energyvoiceau 
 /energyconsumersaustralia 

 /energyconsumersaustralia 

ABN 96 603 931 326 
 



 

 

A Suite 2, Level 14, 1 Castlereagh Street, Sydney NSW 2000 
T 02 9220 5500 
W energyconsumersaustralia.com.au 

 @energyvoiceau 
 /energyconsumersaustralia 

 /energyconsumersaustralia 

ABN 96 603 931 326 
 

 


